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Abstract. Protection of the private sphere has become particularly important in the context of the pandemic, due, on 
the one hand, to the increasing use of technical means and, on the other, to the use of personal data to prevent infection. 
Accordingly, the purpose of the study is to define the scope of the concept of a private sphere in order to determine which 
relationships the public sphere applies to and when privacy begins. In this context, it must be clarified what the reasons are 
for intervening in the private sphere during the pandemic and whether a limitation of the right can be considered permissible 
(legal).

Using normative-dogmatic, comparative, sociological methods, as well as analysis and synthesis of problems, it was 
established that the public and private spheres intersect in the information society, which makes it difficult to separate these 
spheres. However, the increased use of technology during the pandemic was found to pose a greater threat of interference 
in the private sphere. In this regard, it is important to establish strong and effective cybersecurity mechanisms. Thus, it is true 
that technological development benefits society and is perceived as a good thing, but at the same time contains the threat of 
invasion of privacy. This is especially true for the use of personal data during a pandemic to ensure public health. In this case, 
a conflict of interest arises between the private sphere and public health, which must be resolved by careful examination of 
the case and taking into account the principle of proportionality, so as not to violate an unreasonable right. 

A study of European practice has shown that interference in the private life is permissible if the restriction of the right 
(a) legally, (b) serves the legitimate public interest, (c) such restriction is necessary in a democratic society through the 
application of other, less restrictive measures. In this regard, it is advisable to determine the priority interest on the basis 
of a scrupulous analysis using the weighing method and the circumstances outlined above, which will prevent unreasonable 
interference with someone's rights.
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In a pandemic, social relations are undergoing a radical 
modification, which largely leads to the active use of techno-
logical means. In order to prevent the spread of COVID-19, 
direct relationships between people have been replaced by 
relationships at a distance, maintained by a computer system. 
Consequently, most people's work relies heavily on the tech-
nical means and proper functioning of the Internet. However, 
the question arises: is the use of technological means benefi-
cial or does it increase the risks of disruption?

These problems have a direct impact on the legal space 
and raise the question of a new regulation of social relations. 
In this context, the protection of the private sphere became 

relevant because privacy was opposed to the societal sphere, 
and a person had to perform public and societal duties from 
his home almost all day long.

The purpose of the research is, first of all, to briefly de-
fine the essence of the private and public spheres in order 
to find out when the private sphere is formed and when the 
public sphere begins. During a pandemic, privacy is partic-
ularly affected by the fulfillment of official or societal func-
tions at home, making it difficult to draw the line between 
the public and private spheres. Therefore, it is necessary to 
determine whether it is permissible to interfere in personal 
life during a pandemic.
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At the same time, the issue becomes more relevant in 
the wake of the development of public relations, because as 
a result of democratic processes, the individual with his per-
sonal or sensitive areas is considered a central part of pro-
tection. However, in the conditions of a pandemic, the per-
sonal sphere of the person often disappears and therefore its 
encroachment is made easier. In this regard, the aim of the 
study is to determine the scope of the private life protection 
in the conditions of a pandemic according to the international 
standard. Hence, it is to be examined to what extent certain 
restrictions on the right to privacy and freedoms of action in 
general can be applied within the framework of international 
requirements.

These problems raised are investigated with the help of 
normative-dogmatic, sociological, comparative, analysis and 
synthesis methods.

1. Content of public and private spheres

The public sphere includes everything that is not private 
(Schiedermair, 2012:9), more specifically, a space where peo-
ple have the right to track or listen to an individual. In this con-
text the public is the antonym of private (Hornby, 2002:1022-
1023). In a broad sense, public sphere and societal life are 
identical in content, they have a common goal - to perform a 
public function. However, in a narrow sense, the public and 
societal spheres are separated from each other, in particular, 
the public sphere is related to fulfilment of the governmen-
tal or societal (non-governmental) functions (Lesch, 1998). 
Relationships related to fulfilment of the non-governmental 
duties are, by their nature, still societal, but not an integral 
part of private life.

In this age of technology, the private and public spheres 
are not diametrically opposed to each other, which is why 
they often intersect. It is especially difficult in the media to 
determine whether a particular issue belongs in the public 
sphere or in the sphere of private life (Lesch, 1998). But it 
is important to find out where the line between public and 
private spheres goes.

As for privacy, this is an area that is not public (Schieder-
mair, 2012:9), i.e. an area free from society or public inter-
est, which combines private space, a place space to be alone, 
secret, personal and particularly sensitive aspects, including 
intimate relationships (Bichia, 2013). At the same time, it is a 
private field, that allows a person to be left alone and freely 
formulate thoughts (Schaar, 2007:19). Privacy is an import-
ant part of human’s autonomy and autonomy cannot exist 
without the private sphere. Consequently, the loss of privacy 
poses a threat to the violation of fundamental human values. 
It entitles an individual to control information related to it, 
including restricting access to that information (Demirsoy and 
Kirimlioglu, 2016).

Thus, taking the different scope of intervention in one 
or another private sphere and the specifics of their protec-
tion, it is advisable to draw up a typology of these spheres: 
First of all, the most extensive is the private sphere, which 
includes relationships built between people on a non-pub-

lic basis, such as property, personal or intimate spheres of 
a private nature, and other manifestations of a private rela-
tionship. However, it is true that all personal is private, but 
not vice versa. However, sometimes in the context "private" 
can be replaced by "personal" (Bichia, 2011). Personal life is 
a part of private life and includes the individual field of a per-
son already isolated from other people, his/her spiritual and 
personal aspects, which relate to physical and moral integrity, 
personal autonomy, the means of developing individuality. As 
for the intimate sphere, it is considered to be the narrowest 
and most sensitive private sphere (Bichia, 2012:121, 327), 
which includes sex life, personal confidential data (Results of 
the medical examination, opinions expressed during the con-
fession, information provided to the lawyer) (Peyer, 2007), 
and information about the state of health. That is why inti-
mate sphere is most inaccessible to the public. Thus, the pri-
vate and personal spheres are as related to each other as the 
general and specific, type and form (Bichia, 2012:121, 327).

2. Boundaries of public and private 
spheres in the information society

Private life experiences daily "erosion", which is a nat-
ural process: In the context of technological development, 
reaso nable expectations of privacy are also changing (Koops 
and Leenes, 2005). With the development of a networked so-
ciety, the privacy has narrowed and public life has been taken 
over to such an extent that some scholars have recognized 
private life as "dead" (Froomkin, 2000:1461). 

Especially important in this context is one of the most 
important manifestations of privacy - informational privacy 
(Rössler, 2001:17; Weber, 2007:3), which is associated with 
the protection of personal data (Bichia, 2017). According to 
the Law of Georgia, any information relating to an identified 
or identifiable individual is personal (Article 2 (a) of the Law 
of Georgia on Personal Data Protection, 2011).

"Any information" implies an information of different 
types, formats and contents. Personal data can be objective 
(for example, notice about student status or payroll) and sub-
jective - opinions, evaluations given in the context of infor-
mation (e.g., recommendation on hiring someone). In that 
sense, it doesn't matter if the information is true (Tsanava, 
2013; Directive 95/46/EC of the European Parliament and of 
the Council). Accordingly, to treat information as personal 
data, it should refer not only to information taken separately, 
but to information that relates to a particular individual and 
enables its identification (Nougrères, 2016:157). The individ-
ual, to whom the information relates, must be identified or 
identifiable, otherwise such information will not be personal 
(Tsanava, 2013). Data can be anonymous and pseudonymous. 
Data are anonymised if it no longer contains any identifiers, 
and data may be pseudonymised when identifiers are en-
crypted. Unlike anonymous data, pseudonymised data be-
long to personal data. As far as identification is concerned, a 
natural person is identified if information about his identity is 
known, and an identifiable natural person will be considered 
as one who can be defined as a result of seeking additional 
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information (European Union Agency for Fundamental Rights 
and Council of Europe, 2018). As stated in European Union 
law, the protection of personal data applies only to individ-
uals and the person is the sole beneficiary of the protection 
of personal data. The General Data Protection Regulation 
(GDPR), Council of European Law, and in particular the 108th 
Modernized Convention, defines personal data as any infor-
mation relating to an identifiable and identifiable individu-
al. This person is referred to as the data subject (European 
Union Agency for Fundamental Rights and Council of Europe, 
2018:83-84) who primarily determines the availability of his 
or her personal data.

In the current context of commercialization, personal 
data are defined as a part of the broader concept of privacy 
and it is believed that the protection of their data can be in-
creased more effectively if these data are recognized as prop-
erty rights (Prins, 2006). So sometimes the economic aspects 
are combined in private life (Tzanou, 2017). However, in the 
era of technological development, there is a great danger of 
invading the personal sphere. This threat is posed by tech-
nological progress, economic interests, state control and the 
growing interests of the people, public disclosures, and more 
(Schaar, 2007:15). 

In this case, the subjects of civil relations have the oppor-
tunity to carry out any action prohibited by law, even if it is 
not directly provided by law (Article 10 (2) CCG). However, the 
abuse of this freedom is prohibited by imperative norms (Ar-
ticle 10 (3) CCG). Private autonomy of one person is restricted 
by private autonomy of another, and freedom of another may 
be restricted by societal or public interest (Paulus and Zenker, 
2001). The point is that every freedom is limited by respon-
sibility, by the rule of law. Unrestricted freedom that violates 
private interest creates not a case of conflict of interest, but 
a violation of private interest (Kübler, 1999). Consequently, a 
balance of interests is achieved by maximizing the protection 
of these boundaries, otherwise a tortious liability may arise in 
the event of a breach (Article 992 CCG 992). 

3. Public health - the basis for legitimizing the 
encroachment of private sphere during COVID-19

In February 2020, when the first deaths from COVID-19 
were reported in France and the number of positive cases 
was very high in Italy, the pandemic was considered a serious 
problem in Europe. Various European countries in the Schen-
gen area have applied to businesses for data transmissions, 
in particular, in early March, anonymous data exchanges 
between businesses and the government were exchanged 
to track the spread of COVID-19 and track the movement of 
people. Anonymous phone location data used by the govern-
ments of Belgium, Austria, Estonia, France, Germany, Latvia, 
Greece, Portugal, Italy and Spain (Klonowska and Bindt, 2020: 
2-3). It is true that in this case a large part of the data is avail-
able to the authorities of different countries, but the data 
were used in compliance with the principles of confidentiality, 
transparency and efficiency. It was determined that anonym-
ity was necessary in connection with the lawfulness of the 

use of such data. It was also found that the use of telephone 
location data during the pandemic was effective and unprec-
edented in both informing about the spread of the virus and 
stopping its spread, narrowing the circle of infected people. 
This method also has a preventive function (Klonowska and 
Bindt, 2020:11).

If we look at the US, 43% of the various business sectors 
here have closed for some time, continuing to operate for ap-
prox. 40%. This was a shock to relatively small enterprises, the 
analogue of which is not sought after the Great Depression of 
the 1930s. Before the pandemic these firms had little money. 
They will either have to drastically reduce costs, or take out 
additional loans or declare themselves bankrupt (Bartik Alex-
ander W., Bertrand M., Cullen Zoë B, Glaeser Edward L., Luca 
M. and Stanton C., 2020: 17656-17666). In addition, public 
order police on U.S. soil have been tasked with protecting so-
cial distance. It was decided that officers should spend more 
time in patrol cars and have less contact with members of the 
public. Also, in order not to disrupt the connection between 
the Washington police and the public, the following approach 
was adopted: The Columbia District Police organized meet-
ings in the form of a conference (and not direct meetings) 
with the public (Hermann, P., Morse, D., & Jackman, T. 2020; 
Jennings G. Wesley, Perez M. Nicholas, 2020).

In addition, restrictions and quarantine rules during 
a pandemic can also pose a threat to constitutional rights. 
However, these rules can also be a powerful tool to stop the 
negative impact of the pandemic on our lives and reduce its 
economic consequences. To this end, rules were adopted 
that should have been applied to the "crisis regime" for some 
time (Boon, Brunnermeier, Eidenmueller, Enriques, Gur-
rea-Martínez, Judge, Landau, Pagano, Reis & Zwieten, 2020). 

As a result of these restrictions, the hotel business, trans-
port and leisure, tourism and various events industry were 
severely affected (Leopoldina Nationale Akademie der Wis-
senschaften, 2020:15). Because of these and other negative 
consequences, the coronavirus pandemic is considered to be 
"the darkest hour of humanity" since World War II (Berger, 
Behn, 2019-2020:79). 

All this led to the fact that public relations shifted to 
the home and it became necessary to perform labor duties 
at home. For example, in Latvia, as in many other countries, 
during the pandemic, three ways of performing official func-
tions were activated: a. Doing work from home; B. Flexible 
work schedule and c. Short-term work (Rödle &Partner, 
2020:19). 

Thus, the private sphere was obviously narrowed. The 
fact is that the right to privacy can be restricted, especially 
during a pandemic, when Internet access is high. The Consti-
tution of Georgia allows the restriction of private life, if it is 
in accordance with the law and is aimed at the protection of 
the necessary state or public security or the rights of others 
in a democratic society (Constitution of Georgia, Article 15 
(1)). According to paragraph 2 of the same article, the right 
to privacy and communication may be restricted only when 
it is not contrary to the law and serves the necessary state 
or public safety or the protection of the rights of others in 
a democratic society, with or without a court order, if this is 
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due to an urgent need established by law (Article 15 of the 
Constitution of Georgia, August 24, 1995 (as last amended), 
N786-rs). It is urgent that the protection of the public inter-
est recognized by the Constitution within the principle of 
proportionality is impossible for objective reasons without 
the immediate restriction of the private interest. Clearly and 
unequivocally, there should be little likelihood of this public 
interest being protected in any other way. In case of urgency, 
the time is so short that immediate action is necessary and 
it is impossible to obtain a judge's order to restrict the right 
(Judgment of the Constitutional Court of Georgia N1/3/407 
of 26 December 2007). 

According to Article 8 (2) of the European Convention on 
Human Rights, public interference with the right to privacy is 
permissible if such interference is carried out in accordance 
with the law and is necessary to achieve public objectives in 
a democratic society. Such legitimate public interest is con-
sidered to be public safety and health.

The Additional Protocol to the American Convention 
on Human, Economic, Social and Cultural Rights (Article 10), 
known as the San Salvador Protocol, states that everyone has 
the right to health. It refers to having the highest quality phys-
ical, mental and social well-being. However, in order to ensure 
health care, the Contracting Parties agree to recognize public 
health as a public good (Additional Protocol to the American 
Convention on Human Rights in the Area of Economic, Social 
and Cultural Rights "Protocol of San Salvador"). According to 
the Law of Georgia on Public Health, public health protection is 
a set of measures aimed at improving the health of the popu-
lation, preventing and controlling diseases (Law of Georgia on 
Public Health, Article 3 (a), 27 June 2007, N5069-rs). 

The fact is that collecting data on the movement or 
health of people during a pandemic can be important for pro-
tection of public health. It is advisable for countries to use 
testing, isolate infected people and determine who they have 
had contact with. South Korea, Singapore and Hong Kong 
have achieved a special effect using this method. That's what 
the US did not do (Long, 2020:90).

The case law of the European Court of Human Rights 
has clarified that the storage of personal data (fingerprints 
and DNA) is justified by the cumulative existence of three 
preconditions: (a) intervention should be in accordance with 
the law. The law must be precise and clear. In this case, the 
scope of these measures, the rules of their application and 
the minimum guarantees of protection will be clearly and in 
detail defined for the storage and use of personal data; (b) 
Intervention must be necessary in a democratic society and 
(c) aimed at achieving a legitimate aim. In particular, for 
an interference with the law to be considered admissible, it 
must serve a legitimate purpose, such as preventing crime by 
identifying new offenders. However, when the state recogniz-
es the leading role in the development of new technologies, it 
must also take special responsibility to establish a fair balance 
in this regard. As for the direct storage of data, it should be 
proportionate to the purpose of its extraction and limited in 
time (S. and Marper v. the United Kingdom, 04/12/2008).

The principles of the internationally recognized Syracuse 
stipulate that a restriction of a right is permissible if: 1. the 

restriction is established by law; 2. The restriction serves a 
common legal interest; 3. Restriction is necessary to achieve 
the goal in a democratic society; 4. There is no less restrictive 
measure to achieve this goal; 5. Restriction is not arbitrary, 
unreasonable or otherwise discriminatory. The existence of 
restrictions is largely dictated by public health needs (Akhvle-
diani, 2011:133-139). We find a similar record in the legisla-
tion of Georgia (Law of Georgia on Public Health, Article 453 
(3), 27 June 2007). 

In one case in Germany, it was found that while a ban 
on overnight stays for tourists was somewhat of a serious vi-
olation of professional freedom and property rights, but such 
an intervention is justified, because it serves a legitimate 
purpose - to prevent new cases of coronavirus infection and 
to reduce the spread of COVID-19. However, the principle of 
proportional treatment should not be violated in relations 
with different business sectors. Also, it was determined that 
light measures do not cause immediate results and the ban 
is temporary in nature (Verwaltungsgericht Berlin, Entschei-
dung vom 20.05.2020 - VG 14 L 97.20). 

Like other countries trying to limit the spread of the vi-
rus, Germany immediately began large-scale testing to inves-
tigate permanent contacts. Early measures were taken in the 
country to protect the elderly population, thus maintaining 
a low level of infection of this vulnerable group in the soci-
ety (Sauerbrey, 2020). Consequently, good results have been 
reported in Germany: large-scale testing, social distance pro-
tection, and access to most hospitals (so large that it receives 
patients from France, Italy). Germany has become an exam-
ple of fighting the virus (Fasciaux, 2020).

Germany has considered a proposal to issue an "immu-
nity certificate" if people were tested for antibodies to the 
virus. This eliminates the need for quarantine restrictions. 
However, according to the German newspaper "Spiegel", 
the Helmholtz Center for Infection Research in Braunschweig 
wants to distribute hundreds or thousands of antibody tests 
in the coming weeks, so that people can get out of quarantine 
restrictions. Italy has a similar policy (Long, 2020:93).

However, the European Court has made it clear that un-
less it is necessary to disclose a person's health and lifestyle 
in order to ensure public health and safety, it is advisable 
not to disclose such data. The state should have an effective 
mechanism to prevent the publication of health information 
through the press (Biriuk v. Lithuania, 25/11/2008). A person 
should be not means to an end but means to an end (Pford-
ten Dietmar von der, 2009:11). Consequently, if personal data 
are not used as means to an end, human dignity will also not 
be considered violated and will be protected.

The need to protect privacy and care for cybersecurity 
are intertwined problems. The issue is relevant in the context 
of technological development, which ultimately relates to the 
relationship between business and consumers on issues of 
personal data protection and threat protection. It is desirable 
to develop new policies in line with new challenges, modify 
technologies and tools to protect personal data (Sun, Strang 
and Pambel, 2018). 

The importance of the internet for modern society is 
growing daily. The Internet is one of the possibilities of public 
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or private relations. If there is no appropriate guarantee of 
protection of information and anonymity of persons, com-
munication in any field may be interrupted. To prevent this, 
the state has a positive obligation to respect privacy and to 
ensure that this right can be exercised effectively. Also, within 
the framework of a negative obligation, the state is obliged 
to ensure non-interference with constitutional rights and 
protection of the individual (Judgment of the Constitutional 
Court of Georgia 241/2/519 of 24 October 2012).  

However, the use of digital outlets has increased during 
the pandemic. According to the German Social Security Code 
(Socialgesetzbuch V-SGB V), people have the right to receive 
digital health services. However, digital outlets also carry 
risks associated with the theft of personal data (Gerke, Stern, 
Minssen, 2020). 

The more developed the state, the more it depends on 
digital technologies. That is why the importance of cyber se-
curity is paramount. An unprotected computer system can 
lead to catastrophic consequences. Cyber security is aimed 
at ensuring the security of the assets of consumers and orga-
nizations and maintaining security in the cyber environment 
from risks (Napetvaridze and Chochia, 2019).

Naturally, restrictive measures by the state in the pri-
vate sphere can also lead to the invasion of privacy. It is true 
that the delegation of certain powers by the legislature to 
the executive is justified in the public interest (Judgment of 
the Constitutional Court of Georgia N1/1/1505/1515, 1516, 
1529 of 11 February 2021). It is important, however, that 
Parliament does not relinquish its core function and that it 
is possible to balance the authorities in such a way as to ex-
clude the existence of immeasurable powers in the hands of 
one branch of government (Different opinion of the Judge of 
the Constitutional Court, Giorgi Kverenchkhiladze on the case 
N1/1/1505, 1515, 1529).

For the protection of personal data, it is advisable to set 
reliable and strong passwords that include at least 12 charac-
ters, in which, in addition to letters, numbers and symbols will 
be represented. It would also be good to instruct employees 
to change passwords regularly. Data protection will be limited 
by the use of highly privileged accounts and the number of 
failed logins, and more (Georgia Department of Law - Con-
sumer Protection Division). 

It should be noted that after the coronavirus, the chal-
lenges posed by the pandemic to the protection of personal 
information will not disappear anywhere. This includes giv-
ing consent, storing and disseminating data in the database, 
transferring personal data for instant response to infections, 
and more. Thus, after the pandemic is over, it is advisable for 
experts to reflect on this problem and manage to balance 
personal data protection in the face of public health threats, 
even in terms of future preparedness (Long, 2020:97).

As Froomkin notes, the development of technology 
poses a greater threat to interference in the private sphere. 
Consequently, the rapid pace of invention and application of 
technology is increasingly narrowing the privacy. Therefore, 

in the wake of the development of technology, it is necessary 
to have the appropriate legal answers immediately, other-
wise the issue of protection of the private sphere will be too 
late (Froomkin, 2000:1461, 1543).

CONCLUSION

As the research shows, the protection of information pri-
vacy in the conditions of the pandemic has become especially 
important. The point is that in the information society, the 
public and private spheres are intertwined, which makes it 
difficult to draw the line between them. The study confirmed 
that the private sphere is built on non-public sources and is 
a space free from public scrutiny based on autonomy, which 
includes property, family, intimate and other private matters. 
However, in a pandemic, when a person performs his / her 
duties from home, the private sphere is invaded and in fact 
disappears for the most part. When it comes to providing 
medical care, there is also a high probability that personal 
space will not be protected or personal data will be released 
without permission. This is even more evident if we consid-
er remotely consulting or forwarding personal data within a 
medical service, which can be obtained by hacking third-par-
ty programs. In this way, the scope of the notion of private 
life may in fact be greatly narrowed, and in some cases may 
be extended only to the intimate realm as the most deeply 
private realm, however, sometimes even the personal sphere 
may disappear and be replaced by the public sphere. There-
fore, questions arise: to what extent is it permissible for the 
public sphere to override such a private sphere? Does the dis-
appearance of private life have a legitimate basis?

In addition, it turned out that in this case, two interests 
collide – the human’s private sphere and public health. In this 
kind of value conflict between private and public interests, 
the priority of ensuring public health has been identified, 
which is dictated by the survival of the more weight good. 
It is advisable, however, that the principle of proportionali-
ty should be taken into account in the collision of these two 
goods, so as not to unjustifiably violate any right, including 
the freedom of a person’s private life.

The violation of the right should be considered legiti-
mate if the cumulative preconditions are met, by which the 
Law of Georgia on Public Health is as close as possible to the 
European approaches. These prerequisites are: 1. Restriction 
is provided by law; 2. The purpose of restricting the right is 
to protect the common lawful interest; 3. Such a restriction 
is necessary to achieve the goal in a democratic society; 4. 
The use of less restrictive measures to achieve this goal is 
excluded; 5. Restriction is not arbitrary and unreasonable 
(Akhvlediani, 2011:133-139). However, it is advisable to use 
the weigh-in method to determine the priority interest based 
on a scrupulous analysis and to check the circumstances pre-
sented above, which will prevent unjustified interference 
with someone's rights. 
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